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Overall Guidance

1. Do not “Merge” rows or columns within any table.  Repeat data if necessary
2. If the table you are filling out refers to anything by name (such as a BRM mapping or an Application Name) please be precise when using that name.   For example:
 
“Services for Citizens” versus “Service for Citizens” or  “eJudication” versus “e-Judication”

3. Please be concise
4. Please utilize the tables provided.  Do not replace tables.  
5. If you are going to leave a table blank, please remove all “Example” rows from the table.  
1. Overall agency Target EA Overview 

1.1 Agency Mission

This section should describe what the agency mission is.  This mission statement should link directly to agency business goals, IT investments, and performance goals.

1.2 Agency Business Reference Model

This section should use the Federal Enterprise Architecture Business Reference Model to describe the Business Areas and Lines of Business supported by your agency.

Table 1 :  Agency BRM

	FEA Business Area
	FEA Line of Business

	
	

	
	

	
	


1.3 Agency IT Investment Overview

This section list and describe all IT investments within your agency and link each one to a FEA Line of Business.

IT Investment Name – The name of your IT Investment

IT Investment Description – A short description of your IT investment.  

DOL Line of Business – What DOL-defined line of business the IT investment is associated with.  

FEA Line of Business Supported – A comma-seperated list of Lines of Business supported (Taken from the FEA BRM) 

Applications Supporting the IT Investment – A comma-separated list of applications supporting the IT Investment*

The Lines of Business of the FEA BRM can be found at:

http://www.whitehouse.gov/omb/egov/documents/FEA_CRM_v20_Final_June_2006.pdf
Table 2: IT Investments

	IT Investment Name
	IT Investment Description
	DOL Line of Business
	FEA Line of Business Supported
	Applications Supporting the IT Investment

	eJudication
	e-Judication will streamline and integrate the existing business processes of the five partnering agencies into a fully web-enabled system.
	Adjudication and Legal Services
	Litigation and Judicial Activities
	LawManager

	SHIMS
	On-Line Submission of Work Related Injuries and Illnesses
	Human Resources Management
	Administrative Management
	SHIMS

	
	
	
	
	


* IT investments above should cover all investments in your IT Portfolio

1.4 Non-IT Supported Business Functions

This section list and describe all business functions your agency performs that are not related to an IT investment.  

Business Function Name – The name of your business function

Description – A concise description of the business function 

Table 3:  Non IT Supported Business Functions

	Non-IT Supported Business Function Name
	Description

	
	

	
	

	
	


1.5 Agency Overall Technical Reference Model (TRM)

The following table should be used to illustrate your agency’s overall Technical Reference Model.  By presenting the table at this point of your agency’s Enterprise Architecture, you present the technologies used across all of your applications.

FEA TRM Service Area, FEA TRM Service Category, FEA TRM Service Standard-  Insert the Service Area, Category, and Standard as per guidance from the TRM.  The TRM may be found at 
http://www.whitehouse.gov/omb/egov/documents/FEA_CRM_v20_Final_June_2006.pdf
Service Specification – Please provide the Vendor and Product Name of this TRM-mapped component.  

Table 4 : FEA TRM Mappings

	FEA TRM Service Area
	FEA TRM Service Category
	FEA TRM Service Standard
	Service Specification

	
	
	
	

	
	
	
	


1.6 Internal Enterprise Architecture Governance

1.6.1 Internal EA Governance Team

This section should identify your internal EA Governance Team, using titles and roles.

EA Governance Team Member Title – A title given to an EA Governance Team Member, such as “Agency CIO”  (This is NOT the Name of a Person)

Role – Describe the role the team member plays in regards to EA Governance

Table 5 : Governance Team Members

	EA Governance Team Member Title
	Role

	
	

	
	


1.6.2 Internal EA Governance Structure

This section should describe the structure of your EA governance process, including:


· The process used to update your agency Target EA

· The process used to ensure that all existing and proposed IT investments are compliant with the agency Target EA

· How EA is used to drive agency Business decisions

· How does your agency Governance Structure interface with the DOL Governance Structure?

1.7 Technology Standardization

Please address all recent and planned Technology standardization efforts within your agency.  These efforts should also include results realized from participation in the Department’s Technical Standards process

1.8 Security Requirements and Capabilities

In this section, please identify your agency’s business-supportive security and privacy requirements and the existing or planned capabilities that support security and privacy 

· Fully identify program and enterprise-level security and privacy requirements, including previously unknown requirements. 

· Fully identify program and enterprise-level security and privacy capabilities, including current and planned future requirements. 
[image: image2.emf]
Agencies may evaluate three types of requirements: 

·  Externally driven laws, regulations, and executive branch policies; 

·  Internally driven policies, interagency agreements, contracts, market practices, and organizational preferences; and 

·  Mission-centric drivers such as performance objectives and lines of business. 

Agencies may to evaluate three types of capabilities: 

· Centralized security or privacy services and technologies, 

· Program or system-specific security or privacy services and technologies; and 

· Services or technologies with built-in security or privacy features. 
Please use Appendix A and B for Security and Privacy Control Family listings.
For more details, the Security and Privacy profile can be found at: 

http://www.whitehouse.gov/omb/egov/documents/FEA_SPP_Ver2.pdf
Table 6 : Security and Privacy Requirements

	Privacy/Security Control Family
	Privacy/Security Requirement
	EA Component(s)
	Investment Name(s) 

	e.g. Public Disclosure, Policies and Procedures


	Identify those laws, regulations, and executive branch policies that establish security and privacy requirements. Examples of Privacy laws are: Privacy Act, OMB A-11, etc and Examples of Security laws are: FISMA, OMB A-130, NIST 800-53, FIPS PUB 199, FIBS PUB 200, and others


	 Business Architecture 
	

	
	Evaluate key requirements for system-level security and privacy. NIST captures system-level security requirements in the NIST SP 800-53 baseline security controls. Primary sources of enterprise requirements include sources such as FISMA, OMB A-130, FIPS PUB 199, and FIPS PUB 200. 


	Business Architecture 
	

	
	Identify security and privacy requirements established in agency or organizational mission statements and policies. The ability to link security and privacy capabilities to policy and strategy ensures alignment of security and privacy capabilities with the business mission


	Business Architecture 
	

	
	Identify security and privacy commitment established through inter and intra-agency trust agreements and contracts. Evaluate whether those commitments have programmatic or enterprise-wide impact on security and privacy. 


	Business Architecture 
	

	
	Assess enterprise architecture descriptions of lines of business, functions, and sub-functions to determine if they describe security and privacy attributes. The business architecture should highlight security and privacy-sensitive activities to each business function and sub-function to ensure that appropriate controls are developed and in place. The Business architecture should capture business processes that support the IT security sub-functions.

Various lines of business, sub-functions, and processes are exposed to different types and levels of security and privacy risk. Also, “Security and Privacy” is a support activity that falls under the “Management of Government Resources” Business Area. Various aspects of security and privacy will fall under the Information and Technology line-of-business and Administrative line-of-business. Sub-functions include IT Security and Security Management.
	Business Architecture 
	

	
	Assess enterprise architecture descriptions of performance objectives to determine if they support measuring compliance. In addition to compliance oversight, metrics should also assess adequacy of performance and support service-level agreements. 
The Security and Privacy category falls under PRM Measurement Area “Process and Activities.” Measurement Indicators show the extent to which security is improved and privacy addressed. Examples of security and privacy indicators from the FY05 FISMA report include: 

· Percentage of employees who received annual security awareness training 

· Percentage of agency websites with a machine-readable privacy policy 

· Percentage of systems with certification and accreditation 

· Percentage of applicable systems with a privacy impact assessment

	Performance Architecture
	

	
	Ensure that enterprise architecture descriptions of data incorporate security and privacy attributes. 

i. FIPS PUB 199 and NIST SP 800-60 describe the methodology for categorizing information confidentiality, integrity, and availability. This guidance helps agencies map security impact levels in a consistent manner to types of information (e.g., privacy, medical, proprietary, financial, contractor sensitive, trade secret, investigation) and information system (mission critical, mission support, administrative). 

ii. Information subject to privacy legislation. Especially consider the Privacy Act, eGov Act, and HIPAA


	
	


Table 7 : Security and Privacy Capabilities

	Privacy/Security Control Family
	Privacy/Security Capability
	EA Component
	Investment Name(s) 

	e.g. Public Disclosure, Policies and Procedures


	Identify processes and technologies that provide dedicated security or privacy services—for example, processes for managing classified information, or a stand-alone Internet firewall or a web-based PIA tool. 
TRM Service areas include Service Access and Delivery, Service Platform and Infrastructure, Component Framework, and Service Interface and Integration. Security is a category under the Component Framework; however, an agency TRM will likely reference security and privacy in several areas. For example, “Data Types/ Validation” is under Service Interface and Integration/ Interoperability. The data types may determine unique security and privacy requirements.
In some instances security or privacy features may be inherent in a particular asset (such as security features built into web server) or part of a particular service (the web security and privacy policy for an e-Gov initiative). In other instances, security or privacy are the primary objectives of a capability – for example, an Internet firewall protecting an organization’s website. Both these instances should be captured
Component Framework; however, an agency TRM will likely reference security and privacy in several areas. For example, “Data Types/ Validation” is under Service Interface and Integration/ Interoperability. The data types may determine unique security and privacy requirements.

	 Business Architecture, Technology Architecture 
	

	
	Identify processes and technologies that are not security or privacy-centric but, which accomplish security or privacy as an ancillary function—for example, personnel management activities that require consideration for privacy, or a grants-management system that encrypts data. 


	Business Architecture, Technology Architecture/TRM
	

	
	System components providing security and privacy capabilities should be highlighted in the agency’s system architecture. 

Non-security and non-privacy capabilities may have security or privacy features. Most security-specific capabilities will be located under the Service Domain “Support Services” under the Service Type, “Security Management.” “Audit Trail Capture and Analysis” is an example of a Service Capability within Security Management.

	Application Architecture/SRM 
	


2. AGENCY TARGET ENTERPRISE ARCHITECTURE For [Investment name]   

PLEASE DEVELOP THIS SECTION FOR EACH INVESTMENT

2.1 Investment Overview 
This section should provide the investment name and a brief description of the investment.   

The table should be restricted to a single row.  Use additional Investment-Level section templates for other investments.  

Table 8 : Investment Description

	Investment Name
	Description 

	
	 


In the following table, identify the performance gaps addressed by the investment.   In the Impact from Investment column, describe how the performance gap is closed by the investment.  

Table 9 : Investment Performance Gap Impacts
	Performance Gap
	  Impact from Investment

	
	


2.2 Target Business Architecture

2.2.1 Business Reference Model (BRM) mappings

In the table below, list the Business Area, Line of Business, and Sub-function that your investment corresponds to.  

Utilize the latest Business Reference Model (BRM).  Limit mappings to the Business Areas, Lines of Business, and Sub-Functions described in the BRM.   The Consolidated Reference Model document may be found at 

http://www.whitehouse.gov/omb/egov/documents/FEA_CRM_v20_Final_June_2006.pdf
Table 10  : BRM Mappings

	Business Area
	Line of Business
	Sub Function

	
	
	

	
	
	

	
	
	


For each BRM mapping, explain how your investment supports this business area and related LoBs and Sub-Functions. 

2.2.2 Alignment of Strategic Goals and objectives

This section should be used to describe how your investment aligns with Federal, Departmental, and agency strategic goals. Use the tables provided below to list the strategic goals supported by this investment. Below each table, provide a narrative on how each goal is supported. In addition, state if this investment directly supports any legislative mandate. 

2.2.2.1 Federal or Program Specific Legislative Mandate (e.g FISMA)

If this investment responds to a specific Federal or Program specific Legislative Mandate, please state it here.   Enter the Mandate in the column “Mandate Name” and describe how the investment responds to that Legislative mandate in the “How?” column.   

Note:  Not all investments will be in response to a specific Legislative Mandate.   If this is the case, please delete the table below and state “This investment does not respond to a Federal or Program Specific Mandate”

Table 11 : Mandate Support

	Mandate Name
	How?

	FISMA
	

	
	

	
	


2.2.2.2 Federal Lines of Business

Please mention if this investment maps to any of the following Federal Line(s) of Business.    Identify the Line of Business this investment maps to, and provide a description for each mapping of how it supports that LoB. 

Note: These are not to be confused with the Business Reference Model’s Business Areas, Lines of Business, and Sub-Functions.  

Descriptions of Federal Lines of Business can be found at http://www.whitehouse.gov/omb/egov/c-6-lob.html
Table 12  :  Federal LoB Support

	Federal LoB
	Supports?
	How

	Case Management (CM)
	Yes

	

	Financial Management (FM)
	No
	

	Grants Management (GM)
	
	

	Human Resources Management (HR)
	
	

	Federal Health Architecture (FHA)
	
	

	IT Security (ITS)
	
	

	Budget Formulation and Evaluation (BFE)
	
	

	Geospatial LoB
	
	


2.2.2.3 Federal Presidential Priority Initiatives (PPI) 

Provide an explanation of how this investment is classified under any PPI’s (if applicable).   Presidential Priority Inititatives are described at
http://www.whitehouse.gov/omb/egov/c-presidential.html
If your investment does not support a PPI, state this here by writing “no” in each “Supports?” column below.  

If your investment does support PPI(s), it is not expected that your investment should support all PPI’s.   Delete rows of the table below that do not apply.  

 Table 13:  PPI Support

	PPI Name
	Supports?
	How

	Government to Citizen
The Government to Citizen Initiatives provide one-stop, on-line access to information and services to citizens.
	Yes

	

	Government to Business
The Government to Business Initiatives are committed to helping business interact efficiently and effectively with the Federal government.
	No
	

	Government to Government
The goal of the Government to Government (G2G) portfolio is to forge new partnerships among levels of government.
	
	

	Internal Efficiency and Effectiveness
The Internal Efficiency and Effectiveness Portfolio’s focus is to apply industry best practices to government.
	
	

	E-Authentication
The E-Authentication Initiative will provide a trusted and secure standards-based authentication architecture to support Federal E-Government applications and initiatives.
	
	


2.2.2.4 President’s Management Agenda (PMA) goals

Describe how your investment supports PMA Government-Wide Initiatives.    

The President’s Management Agenda, presented in 2002, can be found at 

http://www.whitehouse.gov/omb/budget/fy2002/mgmt.pdf
Unlike the PPI’s above, your initiative should be in support of at least one of the PMA Government-Wide Initiatives.   

Table 14 : President’s Management Agenda Support

	PMA Name
	Supports?
	How

	Strategic Management of Human Capital

	Yes

	

	Competitive Sourcing

	No
	

	Improved Financial Performance
	
	

	Expanded Electronic Government
	
	

	Budget and Performance Integration
	
	


2.2.2.5 Department of Labor IT Strategic Plan

The Department of Labor IT Strategic Plan lists five IT Strategic Goals  
The DOL IT Strategic Plan for 2005-2009 can be found at:

http://www.dol.gov/cio/programs/ITStrategicPlan2006/IT-Strategic-Plan.htm
For ALL IT Strategic Goals listed below, describe how your initiative supports that goal.  You must show alignment to all goals of the strategic plan.  

Table 15 : DOL IT Strategic Plan Alignment

	IT Strategic Goal
	Support

	E-Government:

Ensure IT initiatives and investments are customer-focused, results-oriented, market-based, and cost-effective.
	

	Enterprise Architecture: Develop and maintain an Enterprise Architecture that is reliable, adaptable, scalable and driven by business and technology requirements.
	

	IT Management and Governance: Promote cost-effective IT solutions by sharing and implementing best practices
	

	Security:

Provide a secure IT infrastructure that proactively assures integrity, confidentiality, and availability of DOL data and information systems.
	

	Human Capital: Develop and maintain a high quality, competitive IT workforce.
	


2.2.2.6 Department of Labor Strategic Plan

The Department of Labor’s Strategic Plan for 2003-2008 can be found at:

http://www.dol.gov/_sec/stratplan/strat_plan_2003-2008.pdf
Each Strategic Goal has multiple Outcome Goals that further specify the goal itself.   To map to a Strategic Goal, your investment should be in support of one of the Outcome Goals described in the Strategic Plan.  

Describe how your investment supports DOL’s Strategic Goals, which are listed below:

Table 16 : DOL Strategic Plan Alignment
	Strategic Goal
	Supports?
	How?

	1.  A Prepared Workforce

	Yes

	

	2.  A Secure Workforce
	No
	

	3.  Quality Workplaces
	
	

	4.  A Competitive Workforce
	
	


2.2.3 Agency Objectives and Goals

For each applicable Department of Labor Component Agency Goals and Objectives identified in other sections.    

· For each goal listed, the name should reference an Agency Objective or Goal defined in the Agency’s EA

· Not all agency-level goals have to be described as met by a given investment.   However if the investment does support an agency Goal or Objective then that goal should be included in the table.  

· Investments should align to at least one, and preferably many more, Agency Objectives and Goals 

· The description of the goal itself should not be repeated  

· The benefits of meeting the goal should not be identified in this section.    

EXAMPLES of Goals and Objectives that can be included here are:

· Significantly reduce data redundancy,

· Reduce system maintenance and support efforts,

· Provide real time visibility to data and reporting,

· Improved information management 

· Increased organizational integrity and accountability through performance measurement

· Significant future potential cost avoidance 

· Assure security and privacy of system data. 
Table 17 : Agency Goals and Objectives

	Agency Goal Name
	Support

	

	

	
	


2.2.3.1 Expected Results

This section further describes your investment’s support of goals and objectives.   This section will list results that will be attained by achieving your goal - thereby indicating why your investment is important.   

The support section above described how the investment supports meeting each goal and objective.  The expected result section lists the benefits of meeting that goal.   Each benefit should be clear and concise.  The same benefit may appear under more than one agency goal. 

The goals appearing in the section above, “Agency Objectives and Goals” 

EXAMPLES of an expected result are:

· Efficient and Timely delivery of Service to Public 

· Streamlined communication 

· Efficient method of processing and monitoring citizen service 

· Reduced resource cost 

· Accelerated processes

Table 18 : Expected results

	Agency Goal Name
	Expected Result

	

	

	
	


2.2.4 Alternative Analysis Summary

The table below will allow you to enter various alternatives identified for your investment.  

Alternative Name –  List the selected alternative first, and leave the name as “Selected Alternative.”   The other rows should be filled with an agency-chosen name of each alternative.  


Description – Insert a short summary describing the alternative and why it was rejected or chosen.  

Table 19 : Alternative Analysis Summary

	Alternative Name
	Description

	Selected Alternative

	

	Alternative 1
	

	Alternative 2
	


2.2.5 Cost Savings/Avoidance
This section should include a summary of 

· Cost Savings

· Cost Avoidance

· ROI
That will result from the Implementation of this IT investment (where applicable)
This information should include: 

· Quantitative Figures

· Summaries of how these figures were derived. 

This information should be consistent with Cost Benefit Analyses and Exhibit 300 information.

2.2.6 Concept of Operations

Providing a CONOPS diagram is optional.  


If applicable, please insert a graphical representation of the System Concept of Operations (CONOPS) that illustrates what your IT or Business Process Reengineering (BPR) initiatives hope to achieve.  This figure should depict the “Target” or “To-Be” state and should demonstrate streamlined/automated processes, consolidation/optimization, interoperability, etc.  Subsequently, below the diagram, please provide a brief descriptive narrative explaining the CONOPS figure.

Requirements for the Concept of Operations Diagram

· It should show interaction of stakeholders with the proposed investment.  

· It should depict the “Target” state

· It should depict the streamlining/automation of processes, consolidation/optimization, improved interoperability (where applicable)

· It must be followed with a narrative explanation of the CONOPS diagram

Figure 2.1:  CONCEPT OF OPERATIONS DIAGRAM

2.2.7 Stakeholders  

An integral part of any investment is the definition of stakeholders, since it is important to define who or what your investment is supporting, partnering with, or affecting.    

Stakeholder Class - Stakeholders are classified in this section by Stakeholder Class.  The stakeholder class first identifies if the stakeholder is a Government Organization, Citizen, or Business.   The stakeholder class then identifies the type of Government, Citizen, or Business (i.e. Federal, Foreign, Media, Other)

Internal/External – Identify if the stakeholder is internal or external to the Department of Labor.  

Stakeholder Entity – Provide a unique name for the stakeholder here.  Please use this name to refer to the stakeholder in other parts of this document.  

Table 20 :  Investment Stakeholders

	Stakeholder Class
	Internal/External
	Stakeholder Entity

	Government – Federal 
	Internal


	DOL Office of the Chief Information Officer  (OCIO) 

	Government – Federal 
	External


	Treasury 

	Government – Foreign
	External
	Labor Department of Canada

	Citizen
	External
	Citizens Injured in the Workplace

	Business – Labor Union
	External
	Any Labor Union

	Business – Other
	External
	Any Employer in the United States of America


2.2.8 Business Architecture Overview

A dictionary definition of business architecture is, “a unifying or coherent form or structure to support business processes”. Such an architecture is used for two purposes: to understand and to build. In this paper we are trying to understand the meaning of business knowledge by using an architecture of key business concepts. Systems created by IT professionals have a fundamental impact on businesses. In addition to purely technical issues, information systems architects need to be concerned with the content and usage of the systems that are built. 

An analogy is often drawn between the architecture of buildings and the architecture of software systems. One lesson from that analogy is that architects of buildings start with a fundamental understanding of the purposes to be served by those buildings. Architects of suburban homes need to understand something about the behavior patterns of young, growing families. Architects of manufacturing plants need to understand patterns of configurable assembly lines. Architects of high-rise office towers and architects of mini-malls need to understand patterns of business behavior in core business districts and outlying areas, respectively. In a similar fashion, architects of enterprise systems need to understand patterns of business behavior and patterns of technology and how they work together to enable businesses to achieve their strategic and tactical goals.  

This section should offer a discussion of concepts that articulate requirements placed against the business as a system.   It should begin with an narrative describing target business functions and introducing requirements.  It is true that organizations are established to perform specialized functions in the business. It is also true, however, that frequent reorganization within any business is a recognized fact of life. So functions are idealized conceptual structures that are stable over time and in the face of managerial reorganization whims. As stable concepts, functions provide a point of commonality in describing different businesses that otherwise exhibit significant variation. 

After an introductory narrative, please list and describe core business functions, utility processes, etc that your business requires.  This information should be found in Functional Requirements Documents and other organizational SDLCM documents already prepared.

The following table should be filled with a list of business functions associated with this investment.  

2.2.9 Business Functions

For each business function associated with the investment:

· Identify an unambiguous  business function name (to be used to refer to the business function throughout the document)

· Identify if the business function is a core business function, or a utility business function

· Write a brief description for the business function.  

Table 21  : Investment Business Functions

	Business Function Name
	Core/Utility
	Description

	 
	Core


	

	
	Core
	

	
	Utility
	


2.2.9.1 Business Function Processes

This section describes the process behind each business function.  

The following section should be repeated for each core business function listed above

2.2.9.1.1 Business Process :  [Insert Business Function Name Here]

In the table below, fill in the steps of your business process.  It is not expected that every business process should be linear.  If one step in your business process describes a decision point, state this as the case, and describe which steps can follow and what the decision is based upon.  

Requirements:

· Each business process step should provide a narrative description of that step

· Each step should be named

· If the business process step involves stakeholders, please state which stakeholders are involved.  

· If the business process step includes the transmission of data to a stakeholder, mention this in the description.  This should show a line of sight to your data architecture.  

· If the business process step is a decision point, it is OK to reference other business processes as possible responses to that decision.  

Table 22 : Business Process Steps

	Step Name
	Description

	Locate Unclear Correspondence by Reference
	Query the system using references from the correspondence to locate the file if it relates to an existing item.   

	Review Clarification
	Does the correspondence clarify the unclear matter? If not, make a determination how to proceed (another clarification letter; close or other).  Details not specified here due to the variety of options based on policy and matter content.   See “Send clarification Letter” business process and “Close Matter” business processes as possible outcomes

	Reclassify Matter
	Reclassify the clarified matter and continue the incoming correspondence process or process the clarification backdated, if necessary, to the receipt date of the initial unclear correspondence…

	
	


Please identify for this business process the specific stakeholders involved.   Provide a breif description defining the stakeholder’s involvement with this process.   An example has been filled in.  Be sure all stakeholders identified here can be traced back to the list of stakeholders identified for this investment.    

Table 23:  Stakeholder Involvement

	Stakeholder Entity
	Involvement

	Citizens Injured in the Workplace
	Unclear Correspondence received from this stakeholder shall be managed using this business process.   

	
	

	
	

	
	


Business Process Inputs and Outputs should be identified in the table below.   For each business process Input or Output:

· Provide a name for the input or output that aligns with the rest of the description of the business proces

· Identify the entity as an Input or Output

· Provide a short description.  

· Inputs and outputs described here should show a line of sight to your data architecture.  

Table 24:  Business Process Inputs and Outputs

	Name
	Input/Output
	Description

	Unclear Correspondence
	Input
	Correspondence that cannot easily be related to a specific case file.  

	Clarified Correspondence 
	Output
	Correspondence that has been clarified and is now related to a specific case file.  

	
	
	


For each business function, describe any reengineering requirements in the table below.  
Table 25  : Business Process Reengineering Requirements and Reuse

	Business Process Name
	Reengineering Requirements
	Reused (Yes/No)

	 
	
	

	
	
	

	
	
	


2.2.10 Records Management Alignment

In order to measure alignment with Federal and DOL Records Management requirements, please address the questions listed below:

1. Please provide the Records Management Schedule for the application (s) within this IT investment – per application.

Table 26  : Records Management Schedule

	Application
	Records Management Schedule

	
	

	
	


2. Please provide the Records Management requirements for each application

Table 27 : Records Management Requirements

	Application
	Records Management Requirements (containing all records-related requirements)

	
	

	
	


2.3 Target Data Architecture 

OMB has defined a totally revised Data Reference Model that will ease data sharing across government agencies.  The full guidance to DRM 2.0 is available at:

http://www.whitehouse.gov/omb/egov/documents/DRM_2_0_Final.pdf
2.3.1 Information Policies and Procedures

For each policy or procedure involved in maintaining the data associated with your investment, list it and provide a short description of the policy or procedure in the table below. 

Name – Provide a name for the policy or procedure

Area –  Provide a subject area the policy governs (Quality, Timeliness, Availability, Confidentiality, etc) 

Description – Provide a description of the policy.  

Table 28 : Information Policies and Procedures
	Name
	Area
	Description

	FISMA
	Confidentiality
	Policy dictates that data is required to be kept private and limited only to authorized users as it is pre-decisional.  

	
	
	

	
	
	


2.3.2 Data Descriptions

Data Entities are defined by the DRM 2.0 as “An abstraction for a person, place, object, event, or concept described (or characterized) by common Attributes. For example, “Person” and “Agency” are Entities. An instance of an Entity represents one particular occurrence of the Entity, such as a specific person or a specific agency. “   

IMPORTANT:  The data architecture section should only refer to data with any of the following qualities:

· Data that can be/is exchanged (in any direction) with applications/interfaces

· Data that can be/is exchanged (in any direction) with stakeholders

· Data captured/exchanged/stored by an application to meet its business mission  

· Geospatial data (data referring to locations) – Optional but desirable 

Every single piece of data within an application is not required for the data architecture section.   

2.3.2.1 Entities

Identify data entities utilized by your investment.  For each entity, describe the purpose of that entity.    

Entity Name- a unique name to identify the data entity.  

Purpose – a short, concise description and purpose of the data entity.  

Relevant Application – A comma-separated list of applications associated with the entity name.  

Table 29 :  Data Entity Purpose

	Entity Name
	Purpose
	Relevant Application

	Employee
	Represents the data associated with an employee.   Utilized to store employee records.  This data is sent to agency Y monthly.  
	

	 
	
	

	
	
	


2.3.2.2 Attributes

For each data entity, identify the primary attributes of that entity.   An Attribute is defined by OMB as:

A characteristic of an Entity whose value may be used to help distinguish one instance of an Entity from other instances of the same Entity. For example, an Attribute of a “Person” Entity may be “Social Security Number (SSN)”. An SSN is used to distinguish one person (i.e. one instance of a “Person” Entity) from another. 

Entity Name-  The entity name as appearing in the previous section.  

Primary Attributes – List the primary attributes of the entity.  The purpose is to further clarify the definition of that entity.  

Table 30 :  Data Entity Attributes

	Entity Name
	Primary Attributes

	Employee
	Name, Social Security Number, Hire Date

	 
	

	
	


2.3.2.3 Relationships  

The purpose of this section is to define relationships between entities.  This section is relevant only to entities described above that have relationships to other entities described above.  

Entity Name- a unique name to identify the data entity.  

Relationship – The relationship between the two entities listed.    There is no limitation on the name of the relationship described here.   


Some examples of relationships can be:

· Has A

· Describes A

· Is Redaction of

· Is a Subclass of

· Is The Same As

· Is Updated Using

Table 31 :  Data Entity Relationships

	Entity Name
	Relationship
	Entity Name

	Employee
	Has A
	 Citizenship

	 
	
	

	
	
	


2.3.3 Data Context

The purpose of the Data Context section is to provide linkages to other layers of the architecture.  

2.3.3.1 Data Taxonomy

   The Data Taxonomy section allows you to describe how you are categorizing and classifying information associated with your investment.   If you have a standard, hierarchical means of classification for data, describe it below.  

There is no table provided in this section, as your taxonomy can be defined in a multitude of ways.  

2.3.3.2 Data Assets

Data Assets are “managed containers for Data” as defined by OMB’s DRM 2.0.   These could be document repositories, web sites, directories, data services, etc.   Identify Data Assets associated with your investment.  

Asset Name – Provide a unique name for the Data Asset

Type – The type of asset (Repository, Web Site, Database, etc.)

Description – Provide a brief description of the Asset.  

Table 32 : Data Assets

	Asset Name
	Type
	Description

	Employee Document Repository
	Repository
	 A document repository that stores documents associated with employees.  

	 
	
	

	
	
	


2.3.3.3 BRM Sub-Function Mapping

Data Assets are “managed containers for Data” as defined by OMB’s DRM 2.0.   These could be document repositories, web sites, directories, data services, etc.   Identify Data Assets associated with your investment.  

Data Entity  – Identify the data entity

Associated BRM Sub-Function – Utilizing the FEA BRM, identify a business sub-function that relates to the data entity that you have identified.  

Table 33 : BRM Sub-Function Mapping
	Data Entity
	Associated BRM Sub-Function

	 Employee
	Employee Development and Performance Management

	 
	

	
	


2.3.4 Data Sharing

The following sub-sections should show a line of sight back to section 2.4.4, which describes interfaces with other applications.  OMB requires that the Data Architecture include this more in-depth view of data exchanged.  
2.3.4.1 Mechanisms

Data sharing occurs by a mechanism which consists of the medium used for the exchange as well as any actions associated directly with the exchange.  For example, Photo ID Creation may be a Mechanism for exchanging data with an Employee.  

Mechanism - The medium utilized.  It should state if it is a physical or electronic exchange, as well as the primary media. (Electronic Exchange by XML)

Description – Provide a clear description of the Mechanism

Table 34  : Mechanisms

	Mechanism Name
	Description

	Physical Exchange of Identity Card
	Consists of the extraction of identifying data and photographic record, and results in the creation of a photographic ID card.  

	Electronic Exchange by XML 
	 Consists of the extraction of salary numeric data, and results in the creation of an XML document.   

	
	


2.3.4.2 Stakeholders

For each relevant stakeholder, list the data entities that are exchanged with that stakeholder.  In many cases the entities listed above may not fully be exchanged, if this is the case, the Exchange Mechanism should describe this as the case.  

Entities Involved – A list of all entities exchanged with the Stakeholder utilizing the Exchange Mechanism.   More than one Entity Name may be exchanged with a single exchange mechanism between one or more stakeholders.   

Data Exchange Name – The name of the information being exchanged between a stakeholder and a business function

I / O? – Whether the data exchange is coming from the stakeholder (I=Input) or going to the stakeholder (O=Output)

Business Process – The name of the Business Process (named above) that is receiving (I) or sending (O) the information exchange.
Stakeholder – A Stakeholder (Should be consistent with your Business Architecture stakeholders)

Exchange Mechanism – The name of the exchange mechanism defined above.  

Table 35 : Stakeholder Exchange Mechanisms

	Entity Names
	Stakeholder
	Data Exchange Name
	I / O?
	Business Process
	Exchange Mechanism

	Employee,  Citizenship Record, Photographic Asset Descriptor
	 Human Resources Department Backup Center
	
	
	
	Physical Exchange of a Backup Tape

	Employee
	Employee 
	
	
	
	Redacted Paper Copy Distribution

	Employee, Asset Descriptor
	Employee 
	
	
	
	Physical Exchange of Identity Card

	Employee, Citizenship Record
	Employee
	
	
	
	Employment Form Submission


The following table will allow you to show a linkage between your data, application, and business architectures.  

Table 36 : Applications involved in Data Exchange

	Exchange Mechanism
	Data Exchange Name
	I / O?
	Business Process Involved
	Application Involved

	 
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


2.3.5 Access

Each investment will provide multiple levels of access to various data.   This section has been divided into three parts.  The first part describes predefined access rights that can be used in 

2.3.5.1 Predefined Access Rights

The following table describes common access rights.  This table should not be altered.  

Table 37 : Standard Access Rights

	Standard Access Right
	Description

	Read Only
	The stakeholder can read the data in question but not make changes

	Modify Only
	The stakeholder can read and write to the data in question, but not delete an instance of the entity

	Append Only
	The stakeholder can append a record, report, or other data to the data entity in question

	Write Only
	The stakeholder may submit an instance of the entity in question, but not make changes once submitted


2.3.5.2 Agency Defined Access Rights

 Since it is difficult to provide a universal way of describing these access rights, a table has been provided below to allow for the naming of various access rights not included in the list above.  

This table may be best filled out as you are filling out the table directly below it if your system has unique forms of access rights. 

Access Right Name – Define a name for this level of access

Description – Provide a brief description of this access right.  

Table 38 : Agency Defined Access Rights

	Access Right Name
	Description

	Status Only
	The stakeholder can view status of this information only

	 
	  

	
	


2.3.5.3 Stakeholder Access Levels

It is expected that a stakeholder will have restricted access to groups of data entities.   For each row of the table below, identify the stakeholder, the access right, and the associated entities.   

Stakeholder- The stakeholder involved

Access Right Name – See above

Entities Involved – The Data Entities associated with the access right identified.  

Table 39 : Stakeholder Access Levels

	Stakeholder
	Access Right Name
	Entities Involved

	EAPO
	Write Only
	Enterprise Architecture Document

	
	
	


2.4 Target Application Architecture 

2.4.1 List of Application(s), Type of Application and Business Function Supported

In this section, you should identify the list of application(s) that this IT investment comprises of, the type of target application(s) and the Business function supported. The business function supported should be listed from Section 3.2.4.

Application Name – Provide the name of the application

Type of Application –  Insert the application type based on the list below.  

Business Function Supported – The business function supported by this application. 

The possible types of applications are as follows:

· Government Off-the-Shelf    

· Commercial Off-the-Shelf        

· COTS Modified by Government Contract

· Shareware              

· Freeware                

· In House Developed

Table 40 : Application Types and Business Functions Supported

	Application Name 
	Type of Application
	Business Function Supported

	 
	
	

	
	
	


2.4.2 Logical Architecture 

For each application listed above, please illustrate the logical architecture that supports your functional requirements. Examples include layered architecture, pipes and filters, batch processing, service oriented architecture, etc.

 The Application Architecture for the system/solution should list the different elements that make up your system. Also, describe how these different elements interface with each other and technologies used in their implementation. The technologies described here should be consistent with the Technology listing provided in the TRM below.

2.4.3 Service Component Reference Model (SRM)

“The Service Component Reference Model (SRM) is a business and performance-driven, functional framework that classifies Service Components with respect to how they support business and/or performance objectives.”  [image: image1.png]


It serves to identify and classify horizontal and vertical Service Components supporting federal agencies and their IT investments and assets. The model aids in recommending service capabilities to support the reuse of business components and services across the federal government. The SRM is organized across horizontal service areas, independent of the business functions, providing a leverage-able foundation for reuse of applications, application capabilities, components, and business services.

Steps for completing mappings of your application are:
· Step 1: Identify the different Services Components of the solution. Service components are information technology assets that perform useful business functions. 

· Step 2: Map each Agency Service Component to the FEA SRM component. 

· Step 3: Identify the components not specified in the FEA SRM as “New”

2.4.3.1 SRM Mapping

For each application listed above, please provide the SRM mapping in the format of the following table.  For detailed guidance regarding components, please refer to http://www.whitehouse.gov/omb/egov/.

Table 41:  SRM Mappings

	Agency Component Name 
	Agency Component Description 
	FEA SRM Service Type 
	FEA SRM Component (a) 
	FEA Service Component Reused (b) 
	Internal or External Reuse? (c)

	
	
	
	
	Component Name
	Investment Name/Application Name
	Cost Savings due to Reuse
	

	e.g. Payment
	e.g. System uses encryption to enforce confidentiality of sensitive but unclassified financial data
	e.g. Security Management
	e.g. Encryption  
	e.g. Encryption
	e.g. Secure Payment System (SPS)
	
	External (Department of Treasury

	
	
	
	
	
	
	
	


a. Use existing SRM Components or identify as “NEW.”  A “NEW” component is one not already identified as a service component in the FEA SRM. 

b. A reused component is one being funded by another investment, but being used by this investment.  Rather than answer “Yes” or “No,” identify the reused service component funded by the other investment and identify the other investment using the Investment Name/Application Name  

c. ‘Internal’ reuse is within an agency.  For example, one agency within a department is reusing a service component provided by another agency within the same department. ‘External’ reuse is one agency within a department reusing a service component provided by another agency in another department.  A good example of this is an E-Gov initiative service being reused by multiple organizations across the federal government. 
Table Column Details

Column #1. Agency Component Name: Agencies are required to specify the Service Component Name used internally within the Agency (or provided by the vendor).

Column #2. Agency Component Description: Agencies should briefly describe the functionality/feature that this service component provides to the overall system.  (Example: System uses encryption to enforce confidentiality of sensitive but unclassified financial data).

Column #3. FEA SRM Service Type: Agencies should use Service Type from the FEA Service Reference Model (Example: Service Management.)

Column #4. FEA SRM Component: Refer to bullet ‘a’ above. 

Column #5. FEA Service Component Reused: Refer to bullet ‘b’ above. 

Column #6. Internal Reuse: Reuse within Department of Labor:  (Example: One agency within DOL is reusing a service component provided by another agency in DOL or within the same DOL agency – such as Tracking and Workflow or Content Management).  External Reuse is reuse from outside of Department of Labor.  (Example: One agency within DOL is reusing a service component provided by another agency in another Department - like Encryption (Digital Certificates) from Department of Treasury) Please also refer to bullet ‘c’ above.  
For cross-agency initiatives, please ensure that the SRM mappings listed here match those provided by OMB’s Federal Transition Framework (FTF) Catalog.
2.4.4 Interfaces with other Application(s)

Please provide the list of Application(s) that this application interfaces with. In addition, specify if the interfaced application is within a DOL agency or outside if DOL, the Agency/Program name that owns the application, and the Purpose of interfacing with that application   Interfaces described here should also be reflected in your data architecture.  Section 

Application Name-  The name of the application

Name of the Interfaced Application – The name of the application the application in the previous column interfaces with

Internal or External – If the “Interfaced Application” is external to DOL or Internal to DOL.   Specify “Internal” or “External”

Agency/Program Name – The agency or program that owns the application.

Purpose – Describe the purpose of interfacing with this application.   

Table 42:  Application Interfaces

	Application Name 
	Name of the Interfaced Application
	Internal or External 
	Agency/Program Name
	Purpose

	e.g. e-Grants
	e.g. LEAP
	e.g. Internal
	e.g. Office of the Chief Financial Officer (OCFO)
	e.g. Processing financial transaction associated with approved Grants

	
	
	
	
	

	
	
	
	
	


2.4.5 IPv6 Impact Analysis

The Service Component view of the architecture should clearly document changes to agency IT services and applications that will result from IPv6 adoption. The target should include:

· Additional agency IT services that will be enabled through IPv6 adoption

· Service and application dependencies on specific versions of IP

· Changes to the agency applications portfolio necessitated by IPv6 adoption

2.4.6 Application User Base

The following table should describe the user base for the applications associated with your investment.  
Application Name – The name of your application

Current User Base – The number of users currently utilizing your application.  Please utilize the following ranges to populate the table:

0 to 100

101 to 500

501 to 1000

1000 to 5000

Greater than 5000
Target User Base – The number of users projected to use your application.  

Table 43 : Application Usage

	Application Name 
	Current User Base
	Target User Base

	 
	
	

	
	
	


2.4.7 Application Location

For each application associated with your investment, describe the physical location of that application.  
Application Name – The name of the application

Physical Location -  Provide a short description of where the application will be located.  

Internal / Outsourced – Please indicate if the table is either “Internal” or if it is “Outsourced.”  
Table 44: Application Location

	Application Name 
	Physical Location
	Internally Managed / Outsourced

	 
	
	 

	
	
	


2.4.8 Current SDLC Phase

For each application associated with this investment, identify if the application is a target, or baseline application and the current SDLCM phase.  

Application Name – The name of the application associated with your Investment

State - 
 In this column, insert if the current state of your application, for example, “Baseline”, or “Target”

SDLCM Phase – The current SDLCM  phase (as of this EA submission) of the application.  
Table 45 : Application SDLCM Phase

	Application Name
	State
	Current SDLCM Phase

	
	
	


2.5 Target Technology Architecture 
The target technology architecture provides an inventory of the technologies used per application and provides opportunities for standardizing technologies.  

2.5.1 SRM to TRM mapping

Please address all service components identified in your SRM listing.  Please use the following table to provide SRM to TRM mapping

Table 46: FEA SRM to TRM Component Mapping

	FEA SRM Component (a)
	FEA TRM Service Area
	FEA TRM Service Category
	FEA TRM Service Standard
	Service Specification (b) (i.e., vendor and product name)

	Reservations/Registration
	Service Access and Delivery
	Access Channels
	Web Browser
	Vendor: Microsoft

Product Name:IE

Version: 6.0.2800

	Reservations/Registration
	Service Access and Delivery
	Service Transport
	Service Transport
	Product: http

Version: 1.1 

	Reservations/Registration
	Service Access and Delivery
	Service Requirements
	Legislative/Compliance 
	Vendor: Name of the provider Legislative/Compliance: Section 508

	Reservations/Registration
	Component Framework
	Security
	Certificate/Digital Signatures
	Product: Entrust Authority 

Vendor: Entrust


a. Service Components identified in the previous question should be entered in this column.  Please enter multiple rows for FEA SRM Components supported by multiple TRM Service Specifications. 

b. In the Service Specification field, agencies should provide information on the specified technical standard or vendor product mapped to the FEA TRM Service Standard, including model or version numbers, as appropriate.

Table Column Details

Column #1. FEA Service Component: Enter multiple rows for FEA Service Component(s) supported by different Technologies (TRM Service Specification), such the one provided in the example above. In this example, the Service of “Reservations/Registration” is provided by using a mix of various technologies.

Column #2. FEA TRM Service Area:  Provide the Service Area, Category and Standard from FEA Technology Reference Model for these three columns. “Service Areas” represent the technical tier supporting the secure construction, exchange, and delivery of Service Components. Each Service Area aggregates the standards and technologies into lower-level functional areas. Each Service Area consists of multiple Service Categories and Service Standards. This hierarchy provides the framework to group standards and technologies that directly support the Service Area.

Column #3. FEA TRM Service Category:  Classify lower levels of technologies and standards with respect to the business or technology function they serve. In turn, each Service Category is comprised of one or more Service Standards.

Column #4. FEA TRM Service Standards: Define the standards and technologies that support a Service Category. To support agency mapping into the TRM, many of the Service Standards provide illustrative specifications or technologies as examples.

Column #5. Service Specification: In the Service Specification field, please provide information on the specified technical standard or vendor product mapped to the FEA TRM Service Standard, including model or version numbers, as appropriate.

For cross-agency initiatives, ensure that the TRM mappings listed here match those provided by OMB’s Federal Transition Framework (FTF) Catalog.  Detailed information on the TRM can be found at: http://www.whitehouse.gov/omb/egov/a-6-trm.html. 

2.5.2 Application Technology Inventory

The following table will allow you to associate TRM components with your Application Architecture.  

Application Name – The name of the application 

Purchase Date – The date of purchase of the application associated with your investment

Service Level Agreement – Insert Yes if your application has a service level agreement with the vendor.  

Warrantee Expiration – Identify if your application is associated with a warrantee that is currently active.  
Table 47 : Application Inventory

	Application Name
	Purchase Date
	Service Level Agreement
	Warrantee Expiration

	
	
	Yes
	Year, Expired, or Unknown

	
	
	
	


2.5.3 Server Information

Server information is vital to the DOL as we work toward developing the Target Architecture.   Please do not complete these tables with information previously provided in the IPv6 data call.  If there is no additional information to what was provided in the IPv6 data call, then leave the table in this sections blank.  

2.5.3.1 Purchase and Retirement

Server Name – The name of the server

Type – The type of server.  For example, “Web Server” 

State – If the server is associated with your Baseline, or Target state.  

Location -  The physical location of the server. 

Purchase Date – The date of purchase of the server

Retirement Date – The date the server will be retired (if applicable)

Table 48 : Purchase and Retirement

	Server Name
	Type
	State
	Location 
	Purchase Date
	Retirement Date

	
	e.g. Web Server, Client Server, Application Server
	e.g. Baseline, Target, Transition
	
	
	

	
	
	
	
	
	


2.5.3.2 Owners

Name – The name of the server

Owner – The Agency, Service Provider, Contractor, etc. that “owns” the server.  
Table 49 : Server Owners

	Server Name
	Owner

	
	 

	
	


2.5.4 IPv6 Impact Analysis

The Technology architectural view should be updated to reflect which technology assets within the agency either provide or require IP services, and whether those assets, such as routers and servers, are capable of being upgraded to support IPv6.

The Technology view of the architecture should be updated to address:

· Changes to additional technology infrastructure and standards necessitated by the need for IPv4/IPv6 interoperability, such as translation gateways, tunneling mechanisms and others

· Changes to technology hardware and software products

· Changes to the agency networking topology, if the agency technology architecture extends to this level of detail

2.6  Target Performance Architecture

An agency’s strategic and performance planning process establishes specific mission and program objectives that the agency will implement to meet the needs of its citizen stakeholders and fulfill legislative, regulatory and executive mandates. Programs that support these objectives are required to articulate and measure their accomplishment of performance objectives. The agency’s EA, at the layer of the PRM, allows the linkage of IT investments back to this infrastructure of program performance at the agency level. As such, it is critical to the creation of a “line of sight” from IT investments back to the mission of the agency, and justification of resource expenditures.  The strategic planning process establishes the relationships between specific programs that the agency will implement and the mission-based objectives those programs support. The PRM provides a common language by which the agency EA can connect IT investments to the agency’s ability to achieve agency and program performance objectives.

Thus, as is illustrated by the diagram below, the PRM is directly tied to your BRM mappings.

[image: image3.emf]
 The numbers 1-4 above refer to codes from the Business Areas of the BRM. 

1. Services For Citizens

2. Mode of Delivery

3. Support Delivery of Services

4. Management of Government Resources 
These numbered circles show how your performance architecture is directly related to the BRM’s business areas.  

2.6.1 Performance Goals and Measures

Performance Measures are to be listed in the table below, and categorized based on measurement areas defined by the FEA PRM.  The PRM is located in 

http://www.whitehouse.gov/omb/egov/documents/OMB_EA_Assessment_Framework_2_FINAL.pdf
Requirements for filling out this section:

· Performance Metrics should link to all architectural layers.   

· Performance Metrics should not be limited to IT improvements.  

· Performance measurements identified here should also correspond to milestones identified in your Transition Strategy.  

· It should be obvious that performance metrics have been updated.  Do not remove old performance metrics that indicate progress when updating your EA for this FY.  

· Performance Metrics need to be Outcome-Based

· Performance Metrics should be measurable.   

·  The columns “Baseline,” “Planned Improvement to Baseline,” and “Actual Results” should contain numerical data showing the status of the indicator at the beginning of the fiscal year, the desired target level, and the indicator at the end of the fiscal year, respectively. 
· If there is no data for the measure, indicate in the data field why the data is not yet collected, and explain how the data will be collected over the course of the upcoming fiscal year.

· The “Architectural Layer” column should reference the architectural layer the performance metric relates to.  The following choices are available: “Business”, “Application”, “Data”, “Technology”, “Security”

· Please include PART information if applicable.  

Helpful Hint: Use the same indicators for each year that the investment will affect, demonstrating the intended value of the investment over time.  
Table 50 : Performance Metrics

	Fiscal Year
	Measurement Area
	Measurement Category
	Measurement Indicator
	Architectural Layer
	Baseline
	Planned Improvement to the Baseline
	Actual Results

	2005
	Technology
	Effectiveness
	User Requirements Compliance
	
	
	
	

	
	
	
	
	
	
	
	


3. Appendix A

The following table is a list of security control families for referencing within the Security section of this document.    This table is derived from OMB’s Security Profile.  The OMB security profile can be found at the following link:

http://www.whitehouse.gov/omb/egov/documents/FEA_SPP_Ver2.pdf

Table 51 : Security Control Families

	Security Control Family
	Description

	Risk Assessment 
	Assessing the risk to organizational operations, assets, and individuals resulting from the operation of information systems, and the processing, storage, or transmission of information. 

	Planning 
	Developing, documenting, updating, and implementing security plans for systems. 

	System and Services Acquisition 
	Allocating resources to protect systems, employing system development life cycle processes, employing software usage and installation restrictions, and ensuring that third-party providers employ adequate security measures to protect outsourced information, applications, or services. 

	Certification and Accreditation and Security Assessments 
	Assessing security controls for effectiveness, implementing plans to correct deficiencies and to reduce vulnerabilities, authorizing the operation of information systems and system connections, and monitoring system security controls 

	Personnel Security
	Ensuring that individuals in positions of authority are trustworthy and meet security criteria, ensuring that information and information systems are protected during personnel actions, and employing formal sanctions for personnel failing to comply with security policies and procedures.

	Physical and Environmental Protection
	 Limiting physical access to systems and to equipment to authorized individuals, protecting the physical plant and support infrastructure for systems, providing supporting utilities for systems, protecting systems against environmental hazards, and providing environmental controls in facilities that contain systems.

	Contingency Planning
	Establishing and implementing plans for emergency response, backup operations, and post-disaster recovery of information systems.

	Configuration Management
	Establishing baseline configurations and inventories of systems, enforcing security configuration settings for products, monitoring and controlling changes to baseline configurations and to components of systems throughout their system development life cycles.

	Maintenance
	Performing periodic and timely maintenance of systems and providing effective controls on the tools, techniques, mechanisms, and personnel that perform system maintenance.

	System and Information Integrity
	Identifying, reporting, and correcting information and system flaws in a timely manner, providing protection from malicious code, and monitoring system security alerts and advisories.

	Media Protection
	Protecting information in printed form or on digital media, limiting access to information to authorized users, and sanitizing or destroying digital media before disposal or reuse.

	Incident Response
	Establishing operational incident handling capabilities for information systems and tracking, documenting, and reporting incidents to appropriate officials.

	Awareness and Training 
	Ensuring that managers and users of information systems are made aware of the security risks associated with their activities and of applicable laws, policies, and procedures related to security and ensuring that personnel are trained to carry out their assigned information security-related duties. 

	Identification and Authentication 
	Identifying and authenticating the identities of users, processes, or devices that require access to information systems. 

	Access Control 
	Limiting information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems), and to types of transactions and functions that authorized users are permitted to exercise. 

	Audit and Accountability 
	Creating, protecting, and retaining information system audit records that are needed for the monitoring, analysis, investigation, and reporting of unlawful, unauthorized or inappropriate information system activity, and ensuring that the actions of individual users can be traced so that the individual users can be held accountable for their actions. 

	System and Communications Protection 
	Monitoring, controlling and protecting communications at external and internal boundaries of information systems, and employing architectural designs, software development techniques, and systems engineering principles to promote effective security. 


4. Appendix B

The following table is a list of privacy controls for use in the Security section of this document.  

Table 52 : Privacy Control Families

	Privacy Control Family
	Description

	Policies and Procedures
	Creating policies and procedures governing the appropriate use of personal information and implementing privacy controls.

	Privacy as Part of the Development Life Cycle 
	Implementing privacy reviews and controls throughout the system development life cycle. 

	Assigned Roles, Responsibilities, and Accountability 
	Identifying general and specific roles and responsibilities for managing and using personal information and ensuring accountability for meeting these responsibilities. 

	Monitoring and Measuring
	Monitoring the implementation of privacy controls and measuring their efficacy.


	Education: Awareness and Role-based Training Programs 
	Ensuring managers and users of personal information are made aware of the privacy risks associated with their activities and of applicable laws, policies, and procedures related to privacy. 

	Public Disclosure 
	Publicly disclosing privacy policies and procedures for a program or system. 

	Notice 
	Providing notice of the information practices to the individual before collecting personal information. 

	Consent 
	Gaining consent from the individual to use their personal information. 

	Minimum Necessary 
	Collecting the minimum amount of personal information necessary to accomplish the business purpose. 

	Acceptable Use 
	Ensuring that personal information is used only in the manner provided on the notice, to which the individual consented, and in accordance with the publicly disclosed practices. 

	Accuracy of Data 
	Ensuring that personal information is accurate, particularly if harm or denial of benefits may result. 

	Individual Rights 
	Providing individuals an opportunity to access and correct their personal information and to seek redress for privacy violations. 

	Authorization 
	Ensuring that the individual authorizes all new and secondary uses of personal information not previously identified on the original collection notice. 

	Chain of Trust 
	Establishing and monitoring third-party agreements for the handling of personal information. 

	Risk Management 
	Assessing and managing risks to operations, assets, and individuals resulting from the collection, sharing, storing, transmitting, and use of personal information. 

	Reporting and Response 
	Providing senior managers and oversight officials the results of the monitoring and measuring of privacy controls and responding to privacy violations. 

	Security Measures 
	Implementing the appropriate safeguards to assure confidentiality, integrity and availability of personal information. 
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